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Using Command-Line Utilities
Managing and securing a Network
SR

duad il aljlaall draialsl

° ANIAYIVY STTIMS TvLIDIa



2 A Network Security : aalipll auwl

duadyl Oljlgall duoyalsl
DIGITAL ACADEMY

lam wa Al amilhhag Aaiil jySlall guusydl Jaaall iVl Glbwul aoi
alspill sami will jhlaallg digilpul ailpnll alle wle @jeiiw awdll
djmaVl aml wlc @yoill wil dalaYl (ailnll caa ga alallg Gluwdallg

. @jmaYl oam dwaalg GLEHIAY go Llailas) aSuill laidlsl Jaay il

Secu rltyﬂ balle dogiall qylwl o alei il wl daia GaldiuYlg Ladyei dihg
" uhhiay gadill gjaiall awdll 1am d.m§.| .aaunl fll Glisl édullainlg jha Julail
.Security+ éalauis

bl s 0 Do suda e

Understanding Cryptography kel Al
Exploring Operational Security e gaall ()

Mastering Security Basics

Exploring Control Types and Methods

Understanding Basic Network Security

Securing Your Network

z Securing Hosts and Data

0 Understanding Malware and Social Engineering

g Identifying Advanced Attacks

ensging i

é Preparing for Business Continuity

= R
9]

5 | e gloud

@ ooy aljlman ayals)



DSA

asaipl ljlgoll duosalsl Certified Network Defender(CND) : aaLipll awl

DIGITAL ACADEMY

laua Jolgill alsuilll wile dpenll gl dusll dnlallg dragaall als il aaiol

I /hal go alaill @ljia) pioj ddlall alilwl gyjaig Gl by wd Laiy

Aawdll oaa lnalil gl alilwl adpul glwdl aai gog doa Y dlayamill

c N D wduhi J&iiy ujaii wguw Certified Network Defender. dalaui jUisy & pani
24) duusg .Guilllg dylaiwylg «ilibllg ajlaall dijhg GlSuill agmdn wilc

Certified | Network Defender §gd glas alhi clitiy alaapllg djma¥l via alauill djlasllg glal sgima
il 8jmal praxl Jladg

aalipll gug)> Glegaga

Network Attacks and Defense Strategies
Administrative Network Security
Technical Network Security

Network Perimeter Security

Endpoint Security-Windows, Linux Systems
Endpoint Security- Mobile Devices
Endpoint Security-loT Devices
Administrative Application Security

Data Securty

Enterprise Virtual,Cloud and Wireless Network Security
Network Traffic,Logs Monitoring and Analysis
Business Continuity and Disaster Recovery
Threat Assessment with Attack Surface Analysis
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Introduction To Web App Penetration Testing

Core Defense Mechanisms and Web Application Technologies

Mapping the Application
Bypassing Client-Side Controls
Attacking Authentication
Attacking Session Management
Attacking Access Controls
Attacking Data Stores
Attacking Back-End Components
Attacking Application Logic
Attacking Users: Cross-Site Scripting
Attacking Users: Other Techniques
Reporting & Managing a Bug Bounty Program
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Getting the Investigation Started on the Right Foot

Initial Development of Leads
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Live Data Collection
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Using Kali Linux J¥l el

Programming

Using the Metasploit Framework
Information Gathering
Finding Vulnerabilities and Exploiting Domains
Capturing Traffic
Exploitation

Password Attacks
Client-Side Exploitation
Social Engineering
Bypassing Antivirus Applications
Post Exploitation Part 1
Post Exploitation Part 2
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